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Overview

VMware AirWatch is an Enterprise Mobility Management (EMM) solution that enables companies to
securely manage devices and endpoints with any form factor and operating system throughout their
lifecycle, from deployment to retirement.

The Zebra Services Agent (ZSA) app is designed to be installed and configured through EMM tools.

Pre-requisite

Devices must be enrolled as Work Managed.
1. To verify if devices are configured as Work Managed, log into the AirWatch Console.

2. Select Groups & Settings > All Settings > Devices & Users > Android > Android EMM Registration >
Enroliment Settings.

3. Verify the two settings below under Enroliment Settings.

Settings estPlan-DO v o

> System evices & Users 3 Androi

Android EMM Registration @

Enroliment Settings

« Management Mode for Corporate Devices: WORK MANAGED (1)
« Google Account Generation for Corporate Devices: USER-BASED (2)
4. Click Save (3).

Deploying Zebra Services Agent

Install the Zebra Services Agent (ZSA) app on the devices.

Download the Zebr a_Ser vi ces_Agent V2. 0. 0. 2. apk file from zebra.com/zebra-services-agent.

1. Log into the AirWatch Console.
2. Click Resources > Apps > Native > List View > Add > Application File.


https://www.zebra.com/us/en/support-downloads/services/zebra-services-agent.html
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3. Upload the ZSA APK file, and click Continue > Save & Assign(1).

Add Application - Zebra Services Agent v 2.0.0.2
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The next screen prompts to configure application assignment parameters.
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4. Assignment Configuration:
a) Enter a distribution Name(1).
b) Add Assignment Groups(2), the organization groups created during registration.

c) Select the App Delivery Method (3) to Auto.

Zebra Services Agent - Assignment

Distribution
% Distribution
Tunnel El.j\
1 Application Configuration I:d\ Name * Battery RUL, Drop Detection and Diagnostic tool Assignments
Components Profile Co"llgura(ﬁ;ﬁ'\ Description

Battery RUL, Drop Detection and Diagnostic tool Assignment configuration

2 Assignment Groups To whom do you want to assign this app?

N

(_ps-EMM_GRC (TestPlan-DO / ps-EMM_GRO) X )

Deployment Begins 10/21/2024 E5 12:00 AM (GMT-05:00) Eastern Time (US & Canada

3 App Delivery Method ° Auto ) On Demand @

CANCEL CREATE 4

d) Click Create (4).
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5. Managed Configuration:

a) The ZSA Managed Configuration contains four modules, each with an enable/disable feature to set
the configuration.

Zebra Services Agent - Assignment

o rex ¢ Application Configuration -
© o
Application Configuration L) EMM Managed Access Hide A
© Components Profile Configuration (“ﬁw r‘ -
EMM managed access defines which devices will be able to install this app from Inteligent Hul
Y&

ZSA Configuration

APPLICATION CONFIGURATION

2 of ZSA

3 c of thelog level for ZSA  Seiect

CANCEL SAVE

b) To send the configurations to devices, go to Application Configuration > Send Configuration(1).

c) Enable the ZSA Configuration (2) option and set the Configuration of the log level for ZSA (3) with
the following values:

« O:Info
« 1. Debug
« 2:Sensitive

d) Provide a Custom Message (1) as required in the PBR Configuration section.

Zebra Services Agent - Assignment
© D -
© resticio Gp Application Configuration
® Tum Lo
Application Configuration & EMM Managed Access Hide A

O & ! y - r~ a ! cess defines which devices will be able to install this app from Intelligent Hub

If th led, all able

Managed Access o )

@ «
PBR Configuration
1 Custom message to show inthe YOUR_CUSTOM_MESSAGE_HERE o
-

e) Enable Drop Detection (1) in the Drop data Collection section.
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Zebra Services Agent - Assignment
@ Distributio -
® Resticto Lo Application Configuration
® G
Application Configuration ‘:Ef' EMM Managed Access i
® Components Profile Configuration G r‘ s app from Intelligent Hub.
Y a
Managed Access »
@ «
Drop data Collection
1 of drop detection Enable

f) Under the DDT Configuration section, enable the Enable/Disable DDT (1) option, keep the Clear
DDT configurations (2) disabled in the primary setup, and click Add (3) in the Test Plan section.
Select Test-log Retention (4) and Upload Preference (5).

Zebra Services Agent - Assignment
DDT Configuration
Test Plan + ADD
> Schedule
> ctiity
> Delivery
4 Test-log Retention Select (6]

g) Configure the Test Plan and click Save (1).
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Zebra Services Agent - Assignment

DDT Configuration o

v Schedue

TestDay Seiect

Test Time =@

v ity

System 1o Test

v Dewvery

Protocol

® Address

User Name

The ZSA Assignment page displays.
Zebra Services Agent - Assignment
Details
App Version: 2.0.0.2 UEM Version: 2.0.0.2 Platform: Android Status: @ Active
Assignments Exclusions
Devi I r ve application based on the configurations below. Devices with multiple assignments will receive policies in priority order. Adjusting the priority for a single
t will automatically reprioritize other assignments. Select the assignment to edit. Adding a new assignment will create a new rule at the bottom of the list
ADD ASSIGNMENT
App Delivery EMM Managed
Priority Assignment Name Description Smart Groups
Method Access
o Battery RUL, Drop Detection and Diagnostic tool Assignments (CEZND Battery RUL, Drop 1 Auto © Disabled
Detection and

Diagnostic too

h) Preview the Assigned Devices to ensure only the target devices are listed, then click Publish(1).
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Zebra Services Agent - Preview Assigned Devices

Assignment Status Friendly Name

Adde TestPlan-DO Zebra ET45 Android 14.0 0148

t Stat Al Search List
Platform ©Organization Group
Android TestPlan-DO
20
CANCEL

PUBLISH =g

The application is now installed on the devices.

‘0 @100%

Internet 3 Bluetooth
| T

o Do Not Disturb

Airplane mode
FS P

0 Android System A A

Zebra Services Agent

Installed by your admin



Zebra Services Agent for AirWatch Installation Guide

Auto-Grant Permissions for Zebra Services Agent

To add the automatic permissions:
1. Select Devices > Provisioning > Components > Profiles > Add Profiles > Android.

The Add a New Android Profile page displays. Enter the name as Grant ZSA Permissions Profile.

‘W Add a New Android Profile %
T I

Passcode Name * Grant 754 Permissions Profile

Chrome Browser

Settings Wersion

Restrictions

Description
Exchange ActiveSync
Credentials OFEM Sertings m

Cus

Messages l}

C Profile Scope i
Application Control Production

Allow Removal Always

Managed By TestPlan-DO

£

2. Scroll down to Custom Settings, select Configure, and then add the below script:

<characteristic uuid="el35b2b0-e9ac-4dd2- 8b92- 65eb259dc301"

t ype="com ai rwat ch. andr oi d. andr oi dwor k. per mi ssi ons"

t arget =" 1" ><par m nane="Mast er Runt i nePer m ssi on" val ue="1"

type="integer" /><parm nane ="ApplLevel Runti mePer m ssi ons"

val ue="Wasi cGFj a2FnZUshbWJi G Jj b20uenVi cnEuenNhl i wi cGvybW
| zc2l vbnM A t 71 nbhbWUi O JhbnRy b2l kLnBI cnmlpc3Npb24uV1JJVEVF Q090
VEFDVFM LCJ2YW«k1ZSlI 61 j Ei f Sx71 nbhbWJi G JhbrRyb21 kLnBI cnilpc3Npb2
AUQQFMTFOQSE9ORSI sI nZhbHVI | j oi MSJ9LHsi bnft ZSI 61 nFuzZzHIvaWQuc Gy
bW zc2l vbi 5SRUNPUKRf QVWESU8i LCI2YWk1ZSlI 61 j Ei f Sx71 nbhbWJi G Jhbm
Ryb2l kLnBI cnilpc3Npb24uUkVBRFODTO5UQUNUUy | sI nZhbHMI | j oi MSJ9LHsi
bnFt ZSI 61 mFuZHIvaWQuc Gy bW zc2| vbi 5JTI RFUK5FVCI sl nZhbHVI | j oi MS
J9LHsi bnft ZSI 61 nFuZHIvaWQuc Gy bW zc2l vbi 5SRUFEXINFVFRITKATI i wi
dnFsdWUi O | xI nOseyJuYWLI | j oi YWokcnmBpZC5wzXJt aXNzaWduLl JFQURF UE
hPTkVf ULRBVEUI LCI2YWk1ZSI 61 j Ei f Sx71 nbhbWJi G JhbnRyb2l kLnBI cnilp
¢3Npb24uUk VBRFOFWFRFUK5BTFITVE9SQUAFI i wi dnFsdWUi G | xI nOseyJuYW
11 1j oi YWbkcmBpZC5wZXJt aXNzaWBuLl dSSVRFXOVYVEVSTK FMX1INUT1JBROU
LCI2YWk1ZSI 61 j Ei f Sx71 nbhbWJi G JhbnRyb2l kLnBI cmlpc3Npb24uUk VBRF
9QUKIGSUxFI i wi dnFsdWUi G | xI nOseyJuYWLI | j oi YWbkcnmBpZCowZXJt aXNz
aWuLl VTRVIDUK VERUSUSUFMUJy| s| nZhbHMI | j oi MSJ9LHsi bnft ZSI 61 nFuZH
JvaWuc GVybW zc2l vbi 5SNQUSBROVF QUNDT1VOVFM LCI2YWk1ZSI 61 j Ei f Sx7
| fbhbWUi G JhbnRyb21 kLnBl cnlpc3Npb24uUk VBRFOTWISDXINUQVRTI i wi dm
FsdWui O | xI nOseyJuYWLI | j oi YWbkcnmDpZCowZXJt aXNzaWduLl JFQURf Ull O
QL9TRVRUSUSHUy | sl nZhbHVI | j oi MBJ9LHsi bnFt ZSI 61 nFuZHIvaWuc GvybW
| zc2l vbi 5XUkl URVOTWUSDXINFVFRITKATI i wi dnFsdWUi O | xI nOseyJuYWI

10
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| j oi YWbkcmBpZCowZXJt aXNzaVWguLl JBSYNFRFOUSFJIFQURf UFJJT1JJVFKi LC

J2YW1ZSI 61 j Ei f Sx71 nbhbWUi O JhbnRy b2l kLnBl cmlpc3Npb24uUE9TVFOO

T1RIRkI DQVRITOS5TI i wi dnFsdWUi O | xI nOseyJuYWLI | j oi YWbkcmBpZCowZX

Jt aXNzaWduLl JFQURf UFJJ VKl MRUJFRFOQSEQORVITVEFURSI s| nZhbHMI | j oi

MBJ9LHsi bt ZSI 61 mFuZHIvaWwQuc GVybW zc2l vbi 5SRUNFSVZFX0JPT1Rf QO
INUEXFVEVE! i wi dnFsdWUi G | xI nOseyJuYWLI | j oi YWbkcnDpZC5wZXJt aXNz
aWAuLkZPUkVHUK QVTKRf UOVSVKI DRSI s| nZhbHVI | j oi MBJ9XX1dl A==" type="string" /
></characteristic>

E/I‘ NOTE: The AppLevelRuntimePermissions value is encoded using the below permission
= JSON value into base64 via base64decode.org:

[{"packageName": "com zebra. zsa", "perm ssi ons":

[{"nanme": "andr oi d. per mi ssi on. WRI TE_CONTACTS", "val ue": " 1"},
{"nane": "andr oi d. per m ssi on. CALL_PHONE", "val ue": "1"},

{"nanme": "andr oi d. per mi ssi on. RECORD_AUDI O', "val ue": "1"},

{"nanme": "andr oi d. per mi ssi on. READ_CONTACTS", "val ue": " 1"},

{"nane": "andr oi d. per mi ssi on. | NTERNET", "val ue": "1"},

{"nanme": "andr oi d. per mi ssi on. READ_SETTI NGS", "val ue": " 1"},

{"nanme": "andr oi d. per mi ssi on. READ_PHONE_STATE", "val ue": "1"},
{"nanme": "andr oi d. per mi ssi on. READ_EXTERNAL_STORAGE", "val ue": " 1"},
{"nanme": "andr oi d. per mi ssi on. WRI TE_EXTERNAL STORACGE", "val ue": "1"},
{"nanme": "andr oi d. per mi ssi on. READ_PROFI LE", "val ue": "1"},

{"nanme": "andr oi d. per m ssi on. USE_CREDENTI ALS", "val ue":"1"},
{"nanme": "andr oi d. per m ssi on. MANAGE_ACCOUNTS", "val ue": " 1"},
{"nanme": "andr oi d. per mi ssi on. READ_SYNC_STATS", "val ue":"1"},
{"nanme": "andr oi d. per mi ssi on. READ_SYNC_SETTI NGS", "val ue": "1"},
{"nanme": "andr oi d. per m ssi on. WRI TE_SYNC_SETTI NGS", "val ue":"1"},
{"nanme": "andr oi d. per mi ssi on. RAIl SED_ THREAD PRI ORI TY", "val ue":"1"},
{"nanme": "andr oi d. per m ssi on. POST_NOTI FI CATI ONS", "val ue": " 1"},
{"nanme": "andr oi d. per m ssi on. READ PRI VI LEGED_PHONE_STATE", "val ue": " 1"},
{"nanme": "andr oi d. per mi ssi on. RECEl VE_BOOT_COWPLETED", "val ue": "1"},
{"nanme": "andr oi d. per mi ssi on. FOREGROUND_SERVI CE", "val ue":"1"}]}]

3. Click Save.

Auto-launching Zebra Services Agent

After deploying the apps, set the app to auto-launch:
1. Select Devices > Provisioning > Components > Files/Action > Android.
2. In the General tab, enter the Name and Description.

3. In the Manifest tab, click Add Action under Install Manifest.

"
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4. Configure the following information in the Add Manifest options.
« Action(s) to Perform: Run Intent

«  Command Line and Arguments to run:

nmode=expl i ci t, broadcast =f al se, acti on=andr oi d. i ntent. acti on. MAI N,
package=com zebr a. zsa, cl ass=com zebr a. zsa. ui . spl ash. Spl ashActivity

TinmeQut: -1

5. Click Save.

Activating Permissions Product

To activate the Permissions Product:
1. Go to Devices > Provisioning > Product List View.
2. Click Add Product, and select Android.

3. In the General tab, fill in the Name, Description, and Smart Groups fields.

Add Product X

General Manifest Conditions Deployment Dependencies
MName ¥ Z54 All Permission
Description
Managed By * TestPlan-DO
Smarl Groups #% ZSA - Test (TestPlan-DO) x

Start typing to add a group Q

VIEW DEVICE ASSIGMMENT
Assignment Rules ADD RULES

¥ -
SAVE ACTIVATE CANCEL

4. Click Save.
5. In the Manifest tab, click Add (1).

12
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6. Configure the following information in the Add Manifest options.

Add Product X
General Manifest Conditions Deployment Dependencies
1 ——— & o0
: ()
Step Nur
A Y 1 Install Profile Yes Profile = Grant Z5A P... Fak.
Items 1-1 of 1

ACTIVATE CANCEL

|
2

a) Select Profile Install from the drop-down list.

b) Search for the permissions profile of Zebra Services Agent and select the permissions profile.
c) Select the Persistent checkbox via enterprise reset.

d) Click Save(2).

e) Repeat steps a - e to add Zebra Services Battery Health permissions.

Creating an Auto-launch Product

To create an Auto-launching Product:
1. Go to Devices > Provisioning > Product List View.

2. Click Add Product, and select Android.

13



Zebra Services Agent for AirWatch Installation Guide

3. In the General tab, fill in the Name, Description, and Assigned Groups fields.

Add Product X

General Manifest Conditions Deployment Dependencies

Mame * Z54 - Auto Launch

Description

Managed By * TestPlan-DO

Srmart Groups #5 ISA - Test (TestPlan-DO) ®
Start typing to add a group @

YVIEW DEVICE ASSIGMNMENT

Assignment Rules ADD RULES

SAVE ACTIVATE CANCEL

4. Click Save.
5. In the Manifest tab, click Add (1).

14
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6. Configure the following information in the Add Manifest options.

Add Product X
General Manifest Conditions Deployment Dependencies
1 —@wn) )
A Y 1 | Install Files/Actions Yes FilesiActions = Zebra ... 7R
Items 1-1 of 1

N

. ACTIVATE ' CANCEL
|

!
2

a) Select File/Action from the drop-down list.

b) Search the auto-launch File/Action for Zebra Services Agent.

c) Select the auto-launch File/Action.

d) Select the Persistent checkbox via enterprise reset.

e) Click Save(2).
After creating two products, activate the first permission product and wait for it to comply with all devices.
IMPORTANT:

You are only required to Activate the Zebra Services Agent autolaunching products from the list
of products under Provisioning.

Expected Behaviour After Auto-launching Zebra Services Agent

This section explains the behavior of the ZSA app after the auto-launching.

1. Auto-launching the ZSA application on your device. The ZSA home screen displays the appropriate
entitlement.

2. If the ZSBH module is entitled, the ZSA app automatically launches it after a few seconds.

15
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3. The ZSA home screen displays the VIFQ Smart battery health and Diagnostic tool, and if a bad battery
condition is detected, a notification will display.

4. After a few seconds, the ZSA app will close.

12:49PM + ¢ # 1223AM Q@ @ « @ -

12:43 AM Wed, Oct 23 0+ 1100%

= Zebra Services Agent & VIQF Smart battery health

@ Android System 2w

a m USB debugging connected Tap to turn o...
Notification
N Charging this device via USB Tap for m...

o Bad battery alert 0 Zebra Services Agent _\@: o

The remaining life of the attached battery is less IO il
VIQF Smart battery Diagnostic Tool than 30 days. We recommend you to replace the
health existing battery soon.

Zebra Services Agent * Tm ~

# # Bad battery alert

Battery information

The remaining life of the attached battery

Battery serial no is less than 30 days. We recommend you
10599 to replace the existing battery soon.
Battery part no

BT-000314-H1 R.E ‘ Zebra Services Agent - 1m v

Battery manufacturing date
Sep 30, 2018 Manage Clear all

FAQ

FAQs

1. How do you determine which apps are installed on the devices in AirWatch?

a) Go to Devices > List View.

b) Select any device from the list, and it provides information about the selected device.

FREESTYLE Dashboard Devices » List View § 9=
List View .
~
vigenrollmentuser Zebra TC77... [(auew | sew | toce [ wome acions v
Ze 77 8.1.0 Ownership: C ted
] Lifecycle >
DEVICES
Compliance Policies > summary Compliance Profiles Apps Content Locarion User More
i Certificates >
RESOURCES [
Provisioning > Last Scan: Tuesday, February 13, 2024 6:50 AM Installation Status Last Scan: Tuesday, February 13, 2024 6:51 #S
& )
ACCOUNTS peripherals > exporT | [searcnList
5 7
0 Devices settings e Name = App Status nstallation Status Assignn®
CONTENT WorryFree WiFi @ Installed (3.2.13) Not Applicable Not Assig
YouTube @ Installe 46.53) ot Applicable ot Assig
= i I lled (13.46.5: N I | N
EMAIL Zebra Bluetooth Settings @ Installed (1.0) Not Applicable Not Assig
. (O Zebra Services Agent @ Installed (1.1.0.18) Managed Assigned
TELECOM (O Zebra Services Battery Health @ Installed (1.1.0.18) Managed Assigned +
4 »
& - Items 1 - 43 of 43 Page Size:| 50
© asout <

c) Click the Apps tab, then scroll down or use the Search feature to find the ZSA app.

16
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2. How can the user verify if the app is installed with the correct permissions and is able to connect to
Zebra servers?

a) To verify the app version, go to Settings > Apps > All apps and select Zebra Services Agent(1).

1220AM @ & ¢ ¢ - ‘o
& Allapps @
o

1.12 MB

YouTube Music
@ 0.95 MB

Zebra Bluetooth Settings
16.38 kB

Zebra Data Service
32.63 MB

@ Zebra Data Service Plugin
2.33MB

1L s Zebra Services Agent
32.51 MB

Zebra Showcase
451 kB

4 ® ]

b) The App Info page displays the Version(1).

1230A M@ 2 ¢+ ¢ - ‘w0

< Appinfo

Allow app to open supported links

Unused app settings

Advanced

Display over other apps
Allowed

Store

1——1  version2.0.0.2

<4 L] ]

c) To verify the ZSA Permissions, go to Settings > Apps > All apps > Zebra Services Agent >
Permissions.

17
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1231AM@ F ¢ v o

&

App info

_‘@‘_

Zebra Services Agent

@ 0] A

OPEN UNINSTALL FORCE STOP

Notifications
About 2 notifications per week

Permissions
Camera, Location, Microphone, Nearby devices, N...

<4 [ ] |

d) To verify ZSA Network connectivity to the Zebra URL:
« Launch ZSA and go to Settings (1) > Refresh (2).

1231AM @ & ¢

a Hi, User

{q Contact Us

—@ Settings
Last cached Refresh ——2
Today | 12:19am
® About

1231AM @ & ¢

& Settings

Connectivity

Last connected to server
Today | 12:19am

18



Q’i‘., ZEBRA www.zebra.com




	Overview
	Pre-requisite
	Deploying Zebra Services Agent
	Auto-Grant Permissions for Zebra Services Agent
	Auto-launching Zebra Services Agent
	Activating Permissions Product
	Creating an Auto-launch Product
	Expected Behaviour After Auto-launching Zebra Services Agent
	FAQs

