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Overview
VMware AirWatch is an Enterprise Mobility Management (EMM) solution that enables companies to
securely manage devices and endpoints with any form factor and operating system throughout their
lifecycle, from deployment to retirement.

The Zebra Services Agent (ZSA) app is designed to be installed and configured through EMM tools.

Pre-requisite
Devices must be enrolled as Work Managed.

1. To verify if devices are configured as Work Managed, log into the AirWatch Console.

2. Select Groups & Settings > All Settings > Devices & Users > Android > Android EMM Registration >
Enrollment Settings.

3. Verify the two settings below under Enrollment Settings.

• Management Mode for Corporate Devices: WORK MANAGED (1)

• Google Account Generation for Corporate Devices: USER-BASED  (2)

4. Click Save (3).

Deploying Zebra Services Agent
Install the Zebra Services Agent (ZSA) app on the devices.

Download the Zebra_Services_Agent_V2.0.0.2.apk file from zebra.com/zebra-services-agent.

1. Log into the AirWatch Console.

2. Click Resources > Apps > Native > List View > Add > Application File.
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3. Upload the ZSA APK file, and click Continue > Save & Assign(1).

The next screen prompts to configure application assignment parameters.
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4. Assignment Configuration:

a) Enter a distribution Name(1).

b) Add Assignment Groups(2), the organization groups created during registration.

c) Select the App Delivery Method (3) to Auto.

d) Click Create (4).
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5. Managed Configuration:

a) The ZSA Managed Configuration contains four modules, each with an enable/disable feature to set
the configuration.

b) To send the configurations to devices, go to Application Configuration > Send Configuration(1).

c) Enable the ZSA Configuration (2) option and set the Configuration of the log level for ZSA (3) with
the following values:

• 0: Info

• 1: Debug

• 2: Sensitive

d) Provide a Custom Message (1) as required in the PBR Configuration section.

e) Enable Drop Detection (1) in the Drop data Collection section.
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f) Under the DDT Configuration section, enable the Enable/Disable DDT (1) option, keep the Clear
DDT configurations (2) disabled in the primary setup, and click Add (3) in the Test Plan section.
Select Test-log Retention (4) and Upload Preference (5).

g) Configure the Test Plan and click Save (1).
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The ZSA Assignment page displays.

h) Preview the Assigned Devices to ensure only the target devices are listed, then click Publish(1).
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The application is now installed on the devices.
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Auto-Grant Permissions for Zebra Services Agent
To add the automatic permissions:

1. Select Devices > Provisioning > Components > Profiles > Add Profiles > Android.

The Add a New Android Profile page displays. Enter the name as Grant ZSA Permissions Profile.

2. Scroll down to Custom Settings, select Configure, and then add the below script:

<characteristic uuid="e135b2b0-e9ac-4dd2-8b92-65eb259dc301"
 type="com.airwatch.android.androidwork.permissions"
 target="1"><parm name="MasterRuntimePermission" value="1"
 type="integer" /><parm name ="AppLevelRuntimePermissions"
 value="W3sicGFja2FnZU5hbWUiOiJjb20uemVicmEuenNhIiwicGVybW10



Zebra Services Agent for AirWatch Installation Guide

IjoiYW5kcm9pZC5wZXJtaXNzaW9uLlJBSVNFRF9USFJFQURfUFJJT1JJVFkiLC
J2YWx1ZSI6IjEifSx7Im5hbWUiOiJhbmRyb2lkLnBlcm1pc3Npb24uUE9TVF9O
T1RJRklDQVRJT05TIiwidmFsdWUiOiIxIn0seyJuYW1lIjoiYW5kcm9pZC5wZX
JtaXNzaW9uLlJFQURfUFJJVklMRUdFRF9QSE9ORV9TVEFURSIsInZhbHVlIjoi
MSJ9LHsibmFtZSI6ImFuZHJvaWQucGVybWlzc2lvbi5SRUNFSVZFX0JPT1RfQ0
9NUExFVEVEIiwidmFsdWUiOiIxIn0seyJuYW1lIjoiYW5kcm9pZC5wZXJtaXNz
aW9uLkZPUkVHUk9VTkRfU0VSVklDRSIsInZhbHVlIjoiMSJ9XX1dIA==" type="string" /
></characteristic>

NOTE: The AppLevelRuntimePermissions value is encoded using the below permission
JSON value into base64 via base64decode.org:

[{"packageName":"com.zebra.zsa","permissions":
[{"name":"android.permission.WRITE_CONTACTS","value":"1"},
{"name":"android.permission.CALL_PHONE","value":"1"},
{"name":"android.permission.RECORD_AUDIO","value":"1"},
{"name":"android.permission.READ_CONTACTS","value":"1"},
{"name":"android.permission.INTERNET","value":"1"},
{"name":"android.permission.READ_SETTINGS","value":"1"},
{"name":"android.permission.READ_PHONE_STATE","value":"1"},
{"name":"android.permission.READ_EXTERNAL_STORAGE","value":"1"},
{"name":"android.permission.WRITE_EXTERNAL_STORAGE","value":"1"},
{"name":"android.permission.READ_PROFILE","value":"1"},
{"name":"android.permission.USE_CREDENTIALS","value":"1"},
{"name":"android.permission.MANAGE_ACCOUNTS","value":"1"},
{"name":"android.permission.READ_SYNC_STATS","value":"1"},
{"name":"android.permission.READ_SYNC_SETTINGS","value":"1"},
{"name":"android.permission.WRITE_SYNC_SETTINGS","value":"1"},
{"name":"android.permission.RAISED_THREAD_PRIORITY","value":"1"},
{"name":"android.permission.POST_NOTIFICATIONS","value":"1"},
{"name":"android.permission.READ_PRIVILEGED_PHONE_STATE","value":"1"},
{"name":"android.permission.RECEIVE_BOOT_COMPLETED","value":"1"},
{"name":"android.permission.FOREGROUND_SERVICE","value":"1"}]}]

3. Click Save.

Auto-launching Zebra Services Agent
After deploying the apps, set the app to auto-launch:

1. Select Devices > Provisioning > Components > Files/Action > Android.

2. In the General tab, enter the Name and Description.

3. In the Manifest tab, click Add Action under Install Manifest.
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4. Configure the following information in the Add Manifest options.

• Action(s) to Perform: Run Intent

• Command Line and Arguments to run:

mode=explicit,broadcast=false,action=android.intent.action.MAIN,
package=com.zebra.zsa,class=com.zebra.zsa.ui.splash.SplashActivity

TimeOut: -1

5. Click Save.

Activating Permissions Product
To activate the Permissions Product:

1. Go to Devices > Provisioning > Product List View.

2. Click Add Product, and select Android.

3. In the General tab, fill in the Name, Description, and Smart Groups fields.

4. Click Save.

5. In the Manifest tab, click Add (1).
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6. Configure the following information in the Add Manifest options.

a) Select Profile Install from the drop-down list.

b) Search for the permissions profile of Zebra Services Agent and select the permissions profile.

c) Select the Persistent checkbox via enterprise reset.

d) Click Save(2).

e) Repeat steps a - e to add Zebra Services Battery Health permissions.

Creating an Auto-launch Product
To create an Auto-launching Product:

1. Go to Devices > Provisioning > Product List View.

2. Click Add Product, and select Android.
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3. In the General tab, fill in the Name, Description, and Assigned Groups fields.

4. Click Save.

5. In the Manifest tab, click Add (1).
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6. Configure the following information in the Add Manifest options.

a) Select File/Action from the drop-down list.

b) Search the auto-launch File/Action for Zebra Services Agent.

c) Select the auto-launch File/Action.

d) Select the Persistent checkbox via enterprise reset.

e) Click Save(2).

After creating two products, activate the first permission product and wait for it to comply with all devices.

IMPORTANT:

You are only required to Activate  the Zebra Services Agent autolaunching products from the list
of products under Provisioning.

Expected Behaviour After Auto-launching Zebra Services Agent
This section explains the behavior of the ZSA app after the auto-launching.

1. Auto-launching the ZSA application on your device. The ZSA home screen displays the appropriate
entitlement.

2. If the ZSBH module is entitled, the ZSA app automatically launches it after a few seconds.
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3. The ZSA home screen displays the VIFQ Smart battery health and Diagnostic tool, and if a bad battery
condition is detected, a notification will display.

4. After a few seconds, the ZSA app will close.

FAQs
1. How do you determine which apps are installed on the devices in AirWatch?

a) Go to Devices > List View.

b) Select any device from the list, and it provides information about the selected device.

c) Click the Apps tab, then scroll down or use the Search feature to find the ZSA app.
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2. How can the user verify if the app is installed with the correct permissions and is able to connect to
Zebra servers?

a) To verify the app version, go to Settings > Apps > All apps and select Zebra Services Agent(1).

b) The App Info page displays the Version(1).

c) To verify the ZSA Permissions, go to Settings > Apps > All apps > Zebra Services Agent >
Permissions.
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d) To verify ZSA Network connectivity to the Zebra URL:

• Launch ZSA and go to Settings (1) > Refresh (2).
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