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Overview

SOTI MobiControl is an Enterprise Mobility Management (EMM) solution that enables companies to
securely manage devices and endpoints with any form factor and operating system throughout their
lifecycle, from deployment to retirement.

The Zebra Services Agent (ZSA) app is designed to be installed and configured through EMM tools.

Pre-requisites
All target devices for the app installation must be enrolled in Soti Mobicontrol under one or more
Organization Groups. Devices must be enrolled as Work Managed.

To verify if devices are configured as Work Managed, select Group > Device name > Device Details >
Android Enterprise > Management Type. Work Managed Device (1) displays.

. AndroidEnterprise 00233 O e @ @ @ °
DEVICE DETAILS COMPLIANCE CONFIGURATIONS APPLICATIONS LOCATION SECURITY >
ANDROID ENTERPRISE
Android Status Provisioned / Enabled
Enterprise Name Unknown
Android |dentity Account Activation Pending
Management Type Work Managed Device 1
Enrolled by Android Management AP| No
EXCHANGE
Exchange Access Request Default
Exchange Status (Using ERG) Accessible L
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Deploying Zebra Services Agent

Install the ZSA app on the devices.

Download the file from zebra.com/zebra-services-agent.

1. Log into Soti Mobicontrol Web Console.

2. Select Menu and scroll down to Configuration section.

3. Inthe Configuration section, navigate to Policies and then choose Apps ().
4

. Select New App Policy (2) from the top-right corner. After you make the selection, a Create App
Policy dialog box displays.

= SOTI MOBICONTROL | Policies ® L A) aps715@zebra.com v
Policies < Family: Al = Filters: None v ° NEW APP POLICY —— 2

1——Apps App Policies (0of0) () (&=

Compliance POLICY NAME STATUS FAMILY APPS CREATED DATE
Customize criteria that define whether or not

your devices are compliant

Enrollment
Create enrollment policies for devices that will

be managed through MobiControl

File Sync

Exchange and sync files between your devices

and a spec

Signal
Trigger automated actions based on configured

conditions

Device Relocation
Relocate devices into a new group based on the

parameters set up

Data Collection

5. Go to Android option > Android Enterprise.

6. On the General tab, fill in the details. The App Policy Name is mandatory.

1
I§§' CREATE APP POLICY ®

GENERAL APPS

App Policy Name * Zebra Service Agent Policy

This policy contains Zebra Service Agent Policy with three

Description
modules.
1. Zebra Services Battery Health.
2. Drop Detection 3. Device Diagnostic Tool.
Policy Status N/A
Family W' Android Plus
Type ﬁ Android Enterprise
Apps 0

CANCEL SAVE
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Select Apps.

Select Add App © from the top-right corner.
9. Select Enterprise (1) as App Source.

SELECT APPS ©)

Select the apps that you want to install on devices using the App Policy

Apps
App Source Managed Google Play v
Managed Google Play
Bindings
Enterprise 1
Select SDO GMSS {?—
Enterprise
Apps (" MANAGED GOOGLE PLAY ) &

CANCEL

10. Select Import under the Source field.
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11. Click Browse File (1) to upload the APK file.

SELECT APPS

Select the apps that you want to install on devices using the App Policy

Apps

App Source Enterprise W

Source

@n Import Enterprise URL

Upload APK File *

CANCEL

The Advanced Configurations page displays.

ADVANCED CONFIGURATIONS

Configuration Options Details of the application you are adding or editing
App Details
Installation Options
Managed App Config
Seller
Description
CANCEL SAVE
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12. After uploading the APK file, scroll down, and select Configure:
a) Keep the App Details and Installation Options as they are, or modify them as required.

b) To activate Proactive Battery Health (PBR), Drop Detection, and Device Diagnostic Tool (DDT),
enable the Enable Managed App Config (1) option.

ADVANCED CONFIGURATIONS ©)]

Configuration Options Specify the configuration options for the application you are adding or editing
App Details Enable Managed App Config 1
Advanced options available for the application

Installation Options

Managed App Config

The configuration app lists display.

ADVANCED CONFIGURATIONS

Configuration Options (® Displays a path by clicking on a property ,O
App Details Enable Managed App Config O
Advanced options available for the application
Installation Options
ZSA Configuration >
Managed App Config
PBR Configuration >
Drop data Collection >

DDT Configuration

CANCEL SAVE

c) Under the ZSA Configuration section, enable the Enable/Disable of ZSA (1) option and set the
Configuration of the log level for ZSA (2) with the following values:

« 0O:Info
« 1:Debug

« 2:Sensitive
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ADVANCED CONFIGURATIONS

Configuration Options ZSA Configuration

App Details Enable Managed App Config D
available for the applicatio

Installation Options

v
Managed App Config
Enable/Disable of ZSA Q —a1
Configuration of the log level for ZSA 1 v —322
>

PBR Configuration

d) Provide a Custom Message (1) as required.

ADVANCED CONFIGURATIONS

Configuration Options PBR Configuration

App Details Enable Managed App Config O

he application

anced options available for t

Installation Options
ZSA Configuration >

Managed App Config
PBR Configuration v
Custom message to show in the notification ) [VmAR,(‘U%TOM,MEﬁSAGE,HERE ] —=_1
Drop data Collection >
CANCEL SAVE

e) Enable Drop Detection (7).
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ADVANCED CONFIGURATIONS

Configuration Options Drop data Collection Jo,

App Details
ZSA Configuration >

Installation Options

Managed App Config PBR Configuration >
Drop data Collection v

Enable/Disable of drop detection ——_‘1
DDT Configuration >

CANCEL

f) Under the DDT Configuration, enable the Enable/Disable DDT (1) option, keep the Clear DDT
configurations (2) disabled in primary setup and click Add Test Plan (3).

ADVANCED CONFIGURATIONS
Configuration Options DDT Configuration 0
Drop data Collection >
App Details
Installation Options DDT Configuration v
Managed App Config
Enable/Disable DDT O —— _1
Clear DDT configurations —12
Test Plan
Add Test Plan a3
CANCEL SAVE

g) Under the Schedule section, configure the test plan with the following values:
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ADVANCED CONFIGURATIONS

Configuration Options € AddTestPlan > Delivery

App Details Schedule v
Installation Options Please Select v —1
Managed App Config _1-

Activity v

System to Test Please Select v
Delivery >
CANCEL

« Test Day (1): Day of the Week (For example, Monday)
+ Test Time (2): Time of the day for the test (HH: MM format)
h) Select Bluetooth (1) as the System to Test option.

ADVANCED CONFIGURATIONS
Configuration Options €~ AddTestPlan > Activity
Activity v
App Details
Installation Options System to Test Please Select v
. No Selection
Managed App Config Delivery
Bluetooth /-1
Protocol Bluetooth {.j
WiFi
IP Address Battery
WWAN
User Name
SD Card
Password
usB
Network

i) Under the Delivery section, select the Protocol as FTP (1), enter a valid IP Address (2), User Name
(3), and Password (4), then click Save (5).

10
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ADVANCED CONFIGURATIONS

Configuration Options €~ Add Test Plan > Delivery
Activity v
App Details
System to Test Bluetooth v

Installation Options

Managed App Config Delivery v
Protocol FTP v — —1
IP Address 192.168.0.100 —a2
User Name User —3
Password 7SA@123 ]_— i

The DDT Configuration page displays.

j) Select the Test-log Retention (1) as required.

ADVANCED CONFIGURATIONS

Configuration Options DDT Configuration o)
App Details Test Plan
Installation Options Add Test Plan °
Managed App Config NAME
Test Plan 1
Test-log Retention Please Select v _1
No Selection
Upload Preference Keep after upload
Delete after upload

k) Select the Upload Preference (1) as required.

"
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ADVANCED CONFIGURATIONS

Configuration Options DDT Configuration o)
App Details Test Plan
Installation Options Add Test Plan o
I Managed App Config NAME
Test Plan 1
No Selection

. Only on failure
Test-log Retention

All test logs
Upload Preference Please Select v — '1
CANCEL SAVE
1) Select Save > Add.
The Zebra Services Agent (1) app is added.
13. Click Save and Assign (2).
ﬁl EDIT APP POLICY | Zebra Service Agent Policy ®
GENERAL APPS
APPS e
NAME VERSION MANAGED CONFIG APP SOURCE DEPL(
1 —_ E ¢~ Zebra Services Agent 2.0.0.2 Configured Enterprise Mand;

CANCEL SAVE AND ASSIGN SAVE
|

|
2

12
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14. Assign (1) to a group device or single device.

@ ASSIGN | Zebra Service Agent Policy ©)

Select the devices or device groups this app policy will be assigned to. [ & options )
DEVICES USERS FILTERS
o wd x
v Zebra
E] - Devices (1) 1
v sDo
DEVICE NAME
PA
. AndroidEnterprise 00233
e Total Devices Targeted ® CANCEL ASSIGN "

The application is now installed on the devices.

‘0 @100%

Internet Bluetooth

% Net

Do Not Disturb
C)

Airplane mode
A P

0 Android System SUGA A

Zebra Services Agent

Installed by your admin

13
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Auto-launching Zebra Services Agent

After deploying the apps, set the app to auto-launch:
1. Select Devices from the menu.

2. Select all devices (1) and click Send Script (2) from the available options below.

DEVICES (1-10f1) 50 Vv  PerPage 10f1 %] Columns View: Default v (&)
© | DEVICENAME MANUFACTURER MODEL 0S VERSION BATTERY PERCENT/
o . AndroidEnterprise 00233 Zebra Te(|\l\ﬂ|0gi€'s ET40 11 e ]

b 4 o AndroidEnterprise 00233 e @ @ @ c

3. Select Manage Scripts (1).

[#! senpscripT

Provide a script that will be executed by the MobiControl agent on the selected devices. Refer to the MobiControl help for
supported script commands and syntax. ®

A Changing the values of this form will refresh the compatibility check

A When sending a script for resetting passcode or wiping device, utilize the 'Reset Passcode’ or 'Wipe' device actions to utilize
Direct Boot mode functionality.

Scripts MANAGE SCRIPTS 1
Script Type JavaScript v
Execute Saved Script Please Select v
Script Editor @
1

+ 1 of 1 device(s) will receive this action, CANCEL

14
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4. Select Add New Script (1).

SCRIPTS e Activate Connection
Provide a script that will be executed by the MobiControl agent on the selected devices. Refer to the MobiControl help for
Filters:  All < supported script commands and syntax.
Activate Connection Script Editor @
Auto Launch ZSA 1 ; Description: Device connects to MobiControl |
2 ; and activates data connection if
Auto Launch ZSBH 3 5 not present
4
Enable StageNow System App on Zebra... 5 "YMCAPP%" -connect -connmgr -inet
6 connect
JK_mxconfig_IDG_Lic 7
JK_mxconfig_IDG_LockScrNone
Launch ZSA b
Log Event
RXLogger Backup
SDO DTRK

CLOSE

5. Addthe command below to the script (1) and then click Save Script (2).

2

Script Editor '/ [E] SAVE SCRIPT ' @

1_— 1 start com.zebr‘a.zs4

15
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6. Add a name for the script, and then click Save.

Create New Script

Provide a script that will be executed by the MobiControl agent on the selected devices. Refer to the MobiControl help for
supported script commands and syntax.

Script Editor

1 start com
SAVE SCRIPT

Script Name * [ ADD_YOUR_SCRIPT_NAME_HERE’ ]

CANCEL SAVE

7. Save the script and close the portal.
8. Repeat step 2.
9. Select Legacy as the script type option.

[ senpscripT

s ™,
Scripts . MANAGE SCRIPTS /3
Script Type Legacy v
~
Execute Saved Script
JavaScript

Script Editor
PowerShell 32-bit Compatibility

1
PowerShell Native

v 1of 1 device(s) will receive this action. CANCEL

10. Select your saved script as Execute Saved Script from the drop-down menu.

11. Click Send Script to deploy the script to all selected devices. This action launches the Zebra Services
Agent application on the targeted group of devices.

16
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Expected Behaviour After Auto-launching Zebra Services Agent

This section explains the behavior of the ZSA app after the auto-launching.

1. Auto-launching the ZSA application on your device. The ZSA home screen displays the appropriate
entitlement.

2. If the Proactive Battery Health (PBR) module is entitled, the ZSA app automatically launches it after a
few seconds.

3. The PBR screen displays both good and bad battery details, and if a bad battery condition is detected,
a notification will display.

4. After a few seconds, the battery details screen and the ZSA app will close.

1249PM ¢« ¢ # 1223AMQ@ T ¢ Q -

12:43 AM Wed, Oct 23 0+ 1100%

= Zebra Services Agent < VIQF Smart battery health

@ Android System 2v

USB debugging connected Tap to turn o...

Q Notification m

Charging this device via USB Tap for m...

Ay

Zebra Services Agent -
o @ Bad battery alert (0] 9 S @ A @

The remaining life of the attached battery is less fnstaliedbylyeuadiniy

VIQF Smart battery Diagnostic Tool than 30 days. We recommend you to replace the
health existing battery soon.
~ o Zebra Services Agent * Tm A
Battery information ' Bad battery alert

The remaining life of the attached battery
Battery serial no is less than 30 days. We recommend you
T0599 to replace the existing battery soon.

Battery part no
BT-000314-H1 R.E ’ Zebra Services Agent - 1m v

Battery manufacturing date
Sep 30, 2018 Manage Clear all

FAQ

17
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Verifying App Installation and Connection to Zebra Servers

To verify if the app is installed with the correct permissions and is able to connect to Zebra servers:

1. Go to Settings > Apps > All apps and select Zebra Services Agent (1).

1229AM @ B e
& Allapps :
o

1.12 MB

YouTube Music
@ 0.95 MB

Zebra Bluetooth Settings
16.38 kB

o

Zebra Data Service
32.63 MB

(0]

o) Zebra Data Service Plugin
233 MB

Zebra Services Agent
32.51 MB

@ Zebra Showcase
451 kB

4 ® .

The App Info page displays the Version (1).

1230A M@ T ¢ ¢ A ]

<  Appinfo

Allow app to open supported links

Unused app settings

Advanced

Display over other apps
Allowed

Store

1 ——1 version2.0.0.2

| ® [

18
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2. Forthe ZSA Permissions, go to Settings > Apps > All apps > Zebra Services Agent > Permissions.

1231AM @ F ¢ ¢ A ]

e

App info

:‘@I’_

Zebra Services Agent

4 w A

OPEN UNINSTALL FORCE STOP

Notifications
About 2 notifications per week

Permissions
Camera, Location, Microphone, Nearby devices, N...

< ® ]

3. To verify ZSA Network connectivity to the Zebra URL:
« Launch ZSA and go to Setting (1) > Refresh (2).

1231AM @ @ ¢

Q Hi, User

1231AM @ & ¢

& Settings

Connectivity

‘a Contact Us Last connected to server

Today | 12:19am
—€§3 Settings

@ About

Last cached Refresh ——2
Today | 12:19am

19
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